Fairleigh Dickinson University

School of Administrative Science

Masters of Administrative Science (MAS)
ONLINE 3 CREDIT COURSE SYLLABUS

Course:
INTDODUCTION TO COMPUTER NETWORK SECURITY 

Course: 
 MADS 6611

COURSE DESCRIPTION:  This course will introduce the basics of computer security for the professional or personal user. The course will include both theoretical and practical application processes to block unauthorized access, remove covert programs, and assess network vulnerabilities. In addition it will provide mechanisms for strengthening computer network defenses from malicious users. This course is held in the U.S. with the option of taking the course overseas when scheduled, including FDU’s Wroxton College in Oxfordshire, England.

TEACHING METHODS

There will be MS Word documents for students and various links where one can choose to download software programs to try on one’s machine to assess vulnerability or map one’s network. The student must check with the Internet Service Provider and any network administrators if the programs to check security or map one’s network are allowed on the network. The use of those programs is optional because they may conflict with the policy of your network. 

TEXT AND READINGS: 
Network Security, A Beginner’s Guide, Osborne / McGraw Hill Publishing - ISBN: 0-07-213324-4

ENTRANCE COMPETENCIES

The student should be familiar with using a personal computer with a word processor to write a paper, able to use email, and basic Internet usage.   

GRADE ASSESSMENT

CAVEAT - The Instructor reserves the right to reasonably adjust this schedule, albeit with timely notice to participants. 
Grade Scale:

A = 95 -100                          B- = 80-82                      D=65-69

A- = 90-94                           C+=77-79                        F=BELOW 65

B+=87-89                             C=73-76                        C-=70-72

B=83-86                               
EXIT COMPETENCIES

The student will have learned enough to:

1. The student will understand what a network is, the components of a network, and how to use a network tool to map a network.

2. The student will understand how the network is vulnerable and what programs can help assess vulnerability from the inside out or from the outside in.

3. The student will understand the processes and mechanisms to remove Spyware and block many attempts for unauthorized access as well as examine logs to see intrusion attempts
4. The course will also teach the student where to go to report breaches of network security
5. The students will learn about sub-netting and what computers belong on the network and others that do not.
ASSESSMENT OF LEARNING / BASIS FOR GRADES

1. Website Discussion     15%

There are series of questions of relevant topics to discuss with classmates

2.   Technology Plan / Report               10%

The student must write a security plan for his or her network and assess incident response, support, intrusion detection, Spyware, and physical security. The report is 10 pages double spaced and needs to include the necessary criteria as described by the text.

3…Midterm – Multiple Choice 20%

4…Final Exam – Multiple Choice and Essay   25%

       The student is given a 5 page exam that requires the student to put in short answers, 

       multiple choice answers, or write a full sentence. The student can use the text and 

       notes and gets three hours. 

6…Homework Questions – Every week there are homeworks of 5 essay questions, 20%.

7…Quizzes – 4 during the semester, 5 questions each - 10% 

ADDITIONAL REQUIREMENTS – 
Students are expected to read selected topics in the chapter after class. Each week’s notes, syllabus, downloadable software, and all related information will have links on the webcampus.

LATE ASSIGNMENTS:
 Late assignments lose 10% each week late in addition to earned grade.

ACADEMIC INTEGRITY 

Students are expected to comply with FDU’s Academic Integrity Policy. Plagiarism is grounds for failure. 

SUBMITTING WORK: 
You may email work or use the digital dropbox

SUPPLEMENTAL READINGS / BIBLIOGRAPHY

None
COURSE OUTLINE
Week 1 –
WEBCAMPUS - Homework 1 – Read Chapter 1

What constitutes Information Security? The basics of the physical security, communications security, emissions security, network security, Information Security, Security as a process, anti-virus software, access controls, firewalls, smart cards and biometrics, intrusion detection, policy management, vulnerability scanning, encryption, and physical security mechanisms

QUIZ 1, Homework 1
Extra Material – PRACTICAL

What constitutes an IP Address, using netstat to find out the IP of your own system, converting a DNS IP address to a normal IP address, special case IP address like 255.255.255.255 – Handouts from teacher

Week 2 – 

Understanding the types of attacks: access attacks, snooping, eavesdropping, interception, how access attacks are accomplished, modification attacks (changes, insertion, deletion), denial of service attacks, attacks to applications, information, communications, systems, and how they are accomplished. We will also examine a real denial of service tool called “Quickfire32” which sends as many as 32,000 emails to a person with one usage. We will also examine the repudiation attacks that use masquerading or denying an event, Chapter 2 of text – Homework 2

Extra Material – Practical

DISASTER RECOVERY – How to export your email in MS Outlook or a proprietary program like Earthlink Total Access to a file, copying your files and directories to and burning a CD or copying to a thumb drive. A discussion of other backup methods will follow. We will also discuss how to restore the email and documents and the advantage of CD-R disks. The professor’s notes are used.
Week 3 – 

Information Security Services, Confidentiality of Files and Information in Transit, attacks that can be prevented, integrity of files in transit, availability of data, backups, fail-over, disaster recovery, accountability, identification and authentication, audit, attacks that can be prevented - Chapter 3 of text, Homework 3 , 
Quiz 2 

Extra Material - PRACTICAL

If the student is allowed by his or her Internet Service Provider and/or network administrator if applicable, you can download one of all the tools to do a leak test from Gibson Research Associates or Atelier or Norton’s Network Security to assess if confidential data is leaking out through trusted application while you are connected to the Internet even while you use a firewall. The professor’s notes are used.

Week 4 –
There is an addition of material on Cybercrime, the categories of crime that are done on a computer, and some resources to report crime, and the various Title 18 statutes in the USA concerning Cybercrime. We will also look at a variety of intelligence systems that gather and analyze information from Cyberspace and the public telephone switched network. Chapter 4 of text , Homework 4

Extra Material - PRACTICAL

Downloading the free version of Zone Alarm Firewall and Intrusion Detection System free 15 day trial if you are allowed to download and install it on your machine and/or network. After installing and surfing a few sites, we will examine the log to see if there were any attempts of intrusion. We will also learn to use a website such as www.freeality.com to use reverse lookup and find out more about the intruder’s identity and location. The professor’s notes are used.

Week 5 –
Policy – information policy, security policy, computer use policy, Internet use policy, mail policy, user management procedures, incident response policy, configuration management procedure, disaster recovery policy, new systems and policies, audits, external auditors, internal auditors, Chapter 5 – Homework 5 – 
Quiz 3

Extra Material - PRACTICAL

We will examine an email and learn its source. Chapter 2 – Hacker book and professor’s notes
Week 6 – 

Managing Risk – We will examine what constitutes vulnerability, threat, risk, and managing these entities and countermeasures. We will also measure risk in terms of dollars, time, resources, reputation, and lost business. Chapter 6 – Homework 6 – Midterm 
Extra Material - PRACTICAL

If the student is allowed by his or her Internet Service Provider and/or network administrator if applicable, you can download one of all the tools to do a leak test from Gibson Research Associates or Atelier or Norton’s Network Security to assess if confidential data is leaking out through trusted application while you are connected to the Internet even while you use a firewall.

Week 7 –
The security process, assessment of the network, physical security, policies and procedures, precautions, awareness, people, workload, attitude, adherence, assessment results, updating policies, Awareness training with employees, administrators, developers, executives, security staff, auditing – penetration tests, policy adherence audits, new project assessments - Chapter 7 – Homework 7 – 
Quiz 4

Extra Material - PRACTICAL

We will use 2 freeware steganographic tools to hide MS Word documents in 2 pictures and make sure it is password protected and encrypted. 

Week 8 –
Encryption - pages 207 – 216 , public and private keys, RSA encryption, Diffie Hellman

 Administrative Security – policies, procedure, responsibility, contingency plan, Technical Security, network connectivity, virus protection, authentication, edit

 Chapter 8 – Homework 8
Extra Material - PRACTICAL

We will learn to look at the registry using regedit, the Microsoft registry editor and examine the registry for some Trojan Horses

Excerpt from Dr. Doherty’s Book

Week 9 –
Internet Services, Email, webmail/external, internal email/spam filters, blocking access, firewalls, network address translation (static, dynamic), partner networks

Chapter 9 – Homework 9
Extra Material - PRACTICAL

We will see the notes how to set up the Linksys wireless router/switch, use MAC filtering to only accept our computers requests, change the default password and use a strong password, change the system services ID to something hidden and use 40 bit encryption
Intrusion Detection concepts, techniques, and reviewing our example with Zone Alarm,

The basics of a virtual private network (VPN), issues managing it, tunnels, encryption, and authentication - Chapter 14 – 
Technology Plan Due
Week 10 –
Final Exam 

