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COURSE DESCRIPTION: 
 This analytic course will cover the appropriate protocols for seizure of computer systems and their examination in cases of internet or computer fraud, terrorism, child pornography, internet sex crimes, and other high tech crimes or violations of organization rules and regulations. It will explore the use of technology to retrieve data and copy data on computers and on websites without disturbing the original data/site. It will study essential protocols needed to ensure the integrity of the data from the investigation process through prosecution or administrative disciplinary procedures.

TEACHING METHODS

There will be online materials to download and read as well as a discussion board to further discuss concepts from the text and contemporary topics. There are also quizzes, a case, and a paper to further solidify concepts learned. 

TEXT AND READINGS: Guide to Computer Forensics and Investigations, Bill Nelson, Amelia Phillips, et. Al. Thompson Course Technology, 2003 - ISBN: 0-619-13120-9

 
ENTRANCE COMPETENCIES

The student should be familiar with using a personal computer with a word processor to write a paper, able to use email, and basic Internet usage.   

GRADE ASSESSMENT

CAVEAT - The Instructor reserves the right to reasonably adjust this schedule, albeit with timely notice to participants. 

Grade Scale:

A = 95 -100                          B- = 80-82                      D=65-69

A- = 90-94                           C+=77-79                        F=BELOW 65

B+=87-89                             C=73-76                        C-=70-72

B=83-86                               

EXIT COMPETENCIES 
The student will have learned enough to:
 
1.       Understand why a computer forensic investigation is done and how it is administrated

2.       Understand the general procedures of how a computer forensic investigation and   

       the procedures of how evidence is processed

3.       The student can use a tool to find and recover some data on the hard drive or floppy disk

4.       The student will also understand many of the crimes committed using a computer that is

A standalone or on a network

     5.   The student will learn how to create an incident response team, incident response policy,

           Establish a chain of custody, and state learn about regional assets such as the regional 

           computer forensics lab 

ASSESSMENT OF LEARNING / BASIS FOR GRADES

1.     Discussion Board    20%
There are series of questions of relevant topics to discuss with classmates
2.        Quizzes 10% - 4 of them

3.        Midterm 15%
4.        Incident Response Plan - Class Term Paper          25%
The student must write an incident response policy and how such an investigation is done. The report is 14 pages and needs to include the necessary criteria as described by the text.  

4. Case Study � 10% 
5. Final Exam � 20% 

 

LATE ASSIGNMENTS: Late assignments lose 10% each Unit late in addition to earned grade.

ACADEMIC INTEGRITY � Students are expected to comply with FDU’s Academic Integrity Policy. Plagiarism is grounds for failure. 

SUBMITTING WORK: You may email work or hand it in during the next class

SUPPLEMENTAL READINGS / BIBLIOGRAPHY

I also recommend Incident Response, Computer Forensics Toolkit, by Douglas Schweitzer by Wiley Publishing, ISBN 0-7645-2636-7. It has a CD with many useful software and documents.

COURSE OUTLINE
 

WEEK 1 
Introductions and Course Overview
 

WEEK 2
 

Unit 1 � Introduction to Computer Seizure and Examination

Objectives, Defining Computer Forensics, Defining Computer Security, Defining Network Security, Defining the CIA Triad, The Investigative Triad, Silver Platter Doctrine, Resources for the Computer Investigator, Comparing and Criminal Investigation, Maintaining Professional Conduct, References, Web Resources � Please do Quiz 1

DISCUSSION BOARD

1. Go to the discussion board and talk about the differences between a corporate investigation     and a criminal investigation. 

2. Also discuss how the following relate to this topic: probable cause, the Fourth Amendment, search warrant, affidavit, and incident response team.

Assignment

Please read Chap. 1, in Computer Forensics and Investigations and take Quiz 1

WEEK 3
 

Unit 2 � Gathering and Securing Digital Evidence Lawfully

Objectives, Industrial Espionage, Hostile Work Environments, Misuse of Resources, Computer Investigative Resources, Using a Systematic Approach, Planning the Investigation, Gathering and Securing Evidence, Contingency Planning, Web Resources � Please do Quiz 2 � Please Read Chapter 2
DISCUSSION BOARD

1. Please go to the discussion board and talk about the differences and similarities between a private industry investigation authorized by an AR and a police investigation. 
2. Please discuss how a private industry investigation becomes a police investigation and what happens afterward.

Assignments

Read Chap. 2 of the text and take Quiz 2. 
WEEK 4
 

Unit 3 � The Steps in a Computer Investigation

Corporate Investigations, Starting a Corporate Investigation, Defining Policy, The Twelve Steps of Taking a Systematic Approach, Examining Digital Photographs, Conclusion, Web Resources

DISCUSSION BOARD
Practice the 12-step systematic approach to computer forensics with regard to a machine in your home or office. Suppose you went on vacation and forgot to tell anyone. Your neighbor is worried and called the police after a week. How might they examine your computer to find out where you are?

Assignments

Please do Quiz  3. 

Incident Response Policy Assigned � Due at End of Semester
The incident response policy described what an incident is, the threshold or classification, how you respond, what tools you bring, and who you call. The policy needs to discuss physical security, firewalls, security guards and other safeguards in place. Then one needs to discuss the titles and roles of each person on the team. The scope needs to be discussed so one knows the machines and types of incidents covered. Then one should discuss preparation to proceed with an investigation leader, phone numbers of potential people to call if the matter is complicated, and how to proceed on various cases.

The containment is keeping the event from spreading. There needs to be a section on eradication on removing viruses or logic bombs, or whatever the problem is. Recovery is how one installs backups and recovers the system. Than there should be a section on follow up.  

The report needs to be 14 pages. Criteria and point values follow:

�          1% - Cover Page, Title, Your Name, the Class, formatted neatly

�          Every document that gets over 10 pages generally needs a table of contents so people can see how it is organized.

        
Table of Contents � 2% 

          1. Introduction ...............(3%)

          2. Safeguards in Place........................ (3%)

          3. Incident Response Team Members (Roles and Descriptions).   (3%)

          4. IRT (Scope, what is covered, what is not) (3%)

          5. Preparation……………………..  (3%)

          6. Containment...........................  (3%)

          7. Eradication..............................  (3%)

          8. Recovery..........................  (3%)

          9. Follow up......................... (3%)

       10. Appendix (Supplementary/Ancillary Material) Checklists

WEEK 5
 
Unit 4 - The Windows / Dos Operating System and Hardware

Introduction, Windows and Dos, Floppy Disks, Basic Computer Terms, Hard Disk Overview, Binary Conversion, IP Numbers and Mac Addresses, Basic Input Output System BIOS, Registry

DISCUSSION BOARD

You may discuss of how you get in the BIOS of machine and how to change the boot sequence. 
OPTIONAL

You may wish to go online and find the image for a bootable CD and burn it to your CD. Then try changing the boot sequence if you are allowed to and your machine should boot up to the CD if your bios supports the El Torrito standard.

Reading Assignment:
Read Chap. 4. and take Quiz 4 (Not mentioned on the web version)
Written Assignment:

Write a 1-page paper discussing the following topics:

1. BIOS. What are they and how would you access them on your computer.

2. What is the FAT? Where do you find it and how many copies are there? From what you've read, what does it have to do with clusters?

3. What is an IP Number? What clues does it provide if found in a log file?

4. Using the conversion method in this unit or another you may have discovered, convert the number 111 to its binary equivalent. Show how you made your calculations.

WEEK 6
Midterm

WEEK 7
Unit 5 - The Police and Corporate Computer Investigators Lab

Objectives, Assessing the Investigation, Understanding the Policies, Networking, Certifications, Police vs. Corporate Investigation, Conclusion, Web Resources 

Discussion Board

If you were going to set up a small investigation lab for a private investigator in your community, what would tools, equipment, and procedures would you use?

Assignment:
Read chapter 5 and please do Quiz 5 

I also have a paper on document reconstruction for you to read.  

WEEK 8

Unit 6 - Creating an Incident Response Policy for Your Organization or Home

Why Create an Incident Response Policy?, The Scope of the Policy, Types of Incidents, Incident Response Team, Outsourcing the Investigation, Deciding when to Call the Police, The Toolkit, Documenting the Alleged Infraction of Policy, Writing Your Paper, Conclusion 
Assignment:
Read Chapters 6 and 7. Take Quiz 6.

CASE STUDY
Each case should be a minimum of 2 pages double spaced and 1 page of pictures is ok

I also have a paper on anti counterfeiting money technology on copy machines and PCs for you to read.  

WEEK 9

 
CASE 1: (Simulated Missing Person) � 10% 

Bob has been missing for a Unit. His three roommates are worried about possible foul play. They call the police. Bobs computer is in the living room and everyone has permission to use if they need it. There is also some travel literature for Moldavia. An interview with Bobs neighbor reveals he does some Internet chatting with a young lady in Moldavia. How can we do a search to reveal the chat or Internet activity with the lady in Moldavia? 

Can the roommates give consent for a search?

Is a search warrant needed? 

Does exigency play a part here? What is exigency?

Show the class how to do a RAM Slack and Free Space Search with Winhex

Explain RAM Slack, Free Space, cluster, sector, 

  

CASE 2: (Simulated Policy Case) � 10%

Some of the employees at Hillside Electric are wondering why Pat is not getting his required work done. The workload should easily be done in a six hour day. He shows up and puts in a full eight hour day. Pat also gets a lot of phone calls and hangs up when any coworkers come by. He also uses one floppy disk all the time but the company work is on the network. Some people think Pat might be running his own business from his employers business which is not illegal but against company policy. Pat sees you coming and deletes a file. Some files are hidden too. Pats job with Hillside Electric is selling web space. 

How do we make a bit by bit copy of the disk and verify it is the same?

Lets work with the copy. How do we see the hidden files?

How do we undelete a file?

How could we check the disk for the words web space?
How do we do MD5 hashes on the copy and original disk?

What is a hash number?
 
WEEK 10

Final Exam and Presentation of Incident Response Policy on the Discussion B
