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 COURSE DESCRIPTION: 

This course will introduce the basics of computer (confidentiality, message integrity, etc..) and investigate ways to prevent hackers from accessing websites. Encryption processes and firewall protection may not be enough for someone who wants to access data on your computer system. This course will analyze formal criteria and properties of hardware, software, and database security systems and will determine ways to improve overall site and system security. Additional topics to be reviewed include: formal specifications, verification of security properties, security policies that includes hardening a site and preventing intrusion, detection of an intrusion and how to react to such an intrusion, safeguards for systems organizational training and protocols, and other methods for providing data security in this technical age will be reviewed and assessed.

TEACHING METHODS

There will be a discussion board, a text, assignments, and students will learn to create a security plan for their own personal computer.

IV. TEXT AND READINGS : Network Security for Dummies – by Chey Cobb, John Wiley and Sons Publishing, 2003 - ISBN: 0-7645-1679-5
V. ENTRANCE COMPETENCIES

The student should be familiar with using a personal computer with a word processor to write a paper, able to use email, and basic Internet usage.   

VII. EXIT COMPETENCIES

1.       The student will know enough of the basics about information assurance / network security to be able to speak to federal govt. authorities, technicians, and colleagues about vulnerabilities and strengths of a network.

2.       The course is also a good background for an initial preparation to the SSCP exam

(System Security Certified Practitioner) which is the first of two professional exams for system security professionals.

3.       Students will also be able to remove spyware and install firewall / intrusion detection

system software to minimize the risk of unauthorized access.

4.       Students will also be able to know where to download software and how to use such    software to asses how vulnerable their system is to attack.

5.       The student will know the largest sources for govt. public documents concerning computer security and where to report cases of intrusion and Internet fraud.

6.       Familiarity with Steganographic Tools

VIII. ASSESSMENT OF LEARNING / BASIS FOR GRADES

1.       Discussion Board    20%

There are discussion sections at the end of each unit. The discussion grade is based on relevancy of answer, amount of material written, frequency of responses to each unit discussion.

2.       Assignments   20%
There are a series of weekly assignments to complete

3.       Security Plan / Report               20%

The student must write a 12 page security plan to address a list of requirements on the

Website to make one’s machine safer from outside intrusion. Spelling and full sentences required.  

4.      Midterm                          20%

      There is a midterm 

5.    Final Exam – 20 %

NOTE: Attendance online is mandatory on a weekly basis. 

IX. ADDITIONAL REQUIREMENTS - Students are expected to read selected topics in the chapter after class. Each week’s notes, syllabus, downloadable software, and all related information will have links on the webcampus.

LATE ASSIGNMENTS: Late assignments lose 20% each week late in addition to earned grade.

ACADEMIC INTEGRITY – Students are expected to comply with FDU’s Academic Integrity Policy. Plagiarism is grounds for failure. 

SUBMITTING WORK: You may email work or hand it in during the next class

XI. SUPPLEMENTAL READINGS / BIBLIOGRAPHY

The Complete Guide To E-Security, Protect Your Privacy On the Internet

By Michael Chesbro, Citadel Press, ISBN 0-8065-2279-8

UNIT 1 –Introduction to Network Security & Why it is Needed –
ASSIGNMENTS

Written Assignment 1:You are to perform a preliminary assessment of a personal computer’s vulnerability. Write a one-page report using the following scenario:A computer laptop is left unattended on an office desk. Discuss what security issues are created if this laptop is used by an unauthorized person. Suggest ways to stop this from happening. If this were your laptop, would someone be able to access vital information like, email and documents without specialized tools? What would you suggest to restrict access? List 2 countermeasures to harden system defenses from unauthorized access. 

Written Assignment 2: On a sheet of paper list each type of hacker we have discussed and give a brief description of each. Visit the URL www.defcon.org. What have you learned about this organization and the values it promotes?

DISCUSSION BOARD

Review the materials about assessment one more time and then go to the discussion board and discuss at least five ways that your home computer system’s security could be improved. 

UNIT 2 – Budgeting for Disaster and Assessing Security and Controls
Reading Assignment

Read chapters 2 through 4 of "Network Security for Dummies" by Chey Cobb.
Extra Credit Opportunity  

Take a look at your computer and document its hardware and software. Take a look at environmental and physical factors that affect its security and decide whether these can be improved. – Up to 3 points extra credit on assignments portion in class
DISCUSSION BOARD – ASESSING Security

Discuss at least five ways to improve a computer system’s security

UNIT 3 - Creating / Implementing a Security Plan – 
ASSIGNMENT

Read about the registry in Chapters 14 and 15 of the textbook. Chapter 13 has information about the patches, services packs, and updates. It is advisable to read more about biometrics and access controls in Chapters 11 and 12. Read more about the firewalls in chapter 10. 

DISCUSSION BOARD

Ask your computer network administrator whether they have an incident response policy to deal with an intrusion on the system? Is there an incident response team? Do they have a checklist with standard operating procedures? What did you learn? Is what you have at work adequate to legally deal with a breach of security?

Unit 4 - Policing the Network 
Assignment
Please look in the index of your text and through the table of contents and please read anything related to incidence response. Write a 1 page paper on incident response.

If you are interested in the topic, it is just a suggestion and not required, The book "Incident Response" by Douglas Schweitzer (ISBN 0-7645-2636-7) has a lot of tips about computer / network crime mitigation not provided in other books. There are many detailed strategies about how to anticipate attacks, espionage, and the inappropriate use of the network. 

Discussion
List and discuss the categories of potentially violent cyber crime.

Unit 5 - Wireless Security 
Assignment
Read Chapter 17 of the text, which discusses the theory of wireless network security

Discussion
If have been given permission to bring a laptop with a wireless card into work, see what kind of network name appears in the pop-up window. Check page 264 of the text and discuss what you have learned with your network security administrator. What did you learn about the type of network you use?
 

Midterm

Unit 6 - Incident Response 
Assignment
If you are interested in the topic, it is just a suggestion and not required, read Incident Response (ISBN 0-7645-2636-7) by Douglas Schweitzer. It has a lot of tips about computer/network crime mitigation that do not appear in other books. The author discusses several detailed strategies about anticipating attacks, detecting corporate espionage, and inappropriate uses of the network.

Discussion
Learn about your organization’s incident response policy. Is there an incident response team? What do you think the skill sets of those people might be?

Unit 7 Limiting Access to Networks 
Assignment
1.       Look up the term firewall on Webopedia (www.webopedia.com) for the most basic explanation

2.       Read the chapter on firewalls in the class text. Also recommend is Firewalls for Dummies, by Brian Komar, Ronald Beekelar, and Joern Wettern (ISBN: 0-764504048-3).

3.       Principles of Information Security, by M. Whitman and H. Mattord is another good source for understanding all aspects of information security (ISBN: 0-619-21625-5). Chapter 6 is on firewalls. Both authors have a CISSP certification, which many feel is the premier certification in network security.

Discussion
Read Chapter 9 in the text about firewalls, then the sections on pages 150 and 151 on the Big Boys’ Firewalls and Firewall Management Services. Think about the computer you are using. Do you need an enterprise firewall or a small office home office (SOHO) firewall and what services do you need?

Unit 8 - Virtual Private Networks 
Assignment 

Read Chap. 16 of the textbook on VPNs. Write a 1 page paper on VPNs.
Discussion
Discuss with your classmates how you could benefit from a VPN for your own use with your home business, family, or with friends. You should be prepared to discuss what hardware or software you would use and the protocol. 
Unit 9 -  Security Certifications and Administration Practices 
Assignment

Your family hears about computer crime including problems with network intrusion. Your family members ask you for some level of assurance. How do you ensure that the computer doesn't put everyone at risk? How would you create a high level of assurance for a family computer that is connected to the network? Please write a two page on the topics above.

Discussion

Go to the discussion board and discuss what network security is. Discuss the roles policy, procedure, incident response, software, hardware, updates, and employee education play in maintaining network security.

Unit 10 - Careers in Network Security and Cryptography Assignments

Go to networkworld.com and click through the various articles and forums to learn more about starting a career in network security. Do a Google search to find other similar sites.

Discussion

Look at the encryption algorithms in the back of chapter 16 for use with VPN tunnels.  Use a variety of methods, such as the Web, books, and software packages, to which encryption algorithms are used and where. Share your findings with your classmates on the discussion board.
Hand in Security Plan 

Final Exam

MADS 6638.81 Computer Security Administration

SECURITY PLAN

20% of grade

OVERVIEW

It is important to learn to create a 12 page security plan for your home computer or computer at the office in case there are problems with the hardware, software, Internet service, or if you experience a crime through your computer. Please use full sentences in 12 point font, single spaced, ½ inch margins, no more than 4 figures that take up 1/3 of a page. Make sure all is spell checked. Please use a word processor or type it and be neat.

Inventory – 6%

1/2% ---- Cover, name , date, class , time

1/2% ---- Table of Contents 

1.5% ---- Table of Figures ( Every screen shot needs a figure# and title)

1.5% ---- Your Hardware

             You can xxxx out the serial numbers because that is none of my bus.

              Model#s

              Modems, printers, etc…

2% ----- Software 

              Do you have backups of data to reinstall it if it fails?

              Do you have the software to reinstall?

Vulnerability Test – 5%

1.5%------ Leak Test

              If you are allowed to on your machine, how you did that,

              What you found if you are allowed to discuss it

1.5% ----- Penetration Test

              If you are allowed to on your machine, how you did that,

              What you found if you are allowed to discuss it

2% ------ Antivirus Software

               How you scan Attachments

 Protection – 3% 
 1.5% ----  Intrusion Detection System

               Discuss how you know intruders have entered your system 

 1.5% ----- Firewall 

               Discuss how you keep others out

 Support

 1/2% -- Do you have people to call for hardware, software, Internet problems?  

Incident Response

1/2% Please discuss the websites where you can report suspected fraud and criminal behavior. Do you have a plan for responding to an incident involving computer fraud?

