SYLLABUS – CURRENT ISSUES IN CYBER FORENSICS 
08/SP MADS 6697-81 SPRING 2008
PROFESSOR JOE KOLAKOWSKI

WEEK 1 – JANUARY 20 – JANUARY 26, 2008
Orientation 

Questions – Familurize your self with the use of the Cyber Classroom 

Each student should post a brief introduction about themselves on the Discussion Board

Read Chapter 1 – “Facing the Cybercrime Problem Head On”
WEEK 2 – JANUARY 27 – FEBRUARY 2, 2008
Read Chapter 2 – “Reviewing the History of Cybercrime”

Read Chapter 3 – “Understanding the People on the Scene”
Read http://www.indianchild.com/cyberstalking.htm
This reading is about the first case of cyberstalking in India. The defendant is Manish Kathuria who was recently arrested by the police in New Delhi (India). What are the universal characteristics of cybercrime? What are the motivations? What new Indian law did Manish break?  

                                                          or 

Read http://www.crime-research.org/news/29.03.2005/1084/
A considerable number of men were defrauded of at least $2000 by young women in Eastern Europe claiming to want to date or marry someone with whom they had corresponded. 
Post your comments on the Discussion Board in reference to the above cases.
WEEK 3 – FEBRUARY 3 – FEBRUARY 9, 2008
Read Chapter 4 “Understanding Computer Basics”

Quiz # 1 – Due Date – February 9, 2008
WEEK 4 – FEBRUARY 10 – FEBRUARY 16, 2008
Read Chapter 5 “Understanding Networking Basics”

Discussion Item to be posted

Quiz #2 – Due Date – February 16, 2008
WEEK 5 – FEBRUARY 17 – FEBRUARY 23, 2008
Read Chapter 6 “Understanding Network Intrusions and Attacks”

Automated Attacks, Intrusions vs. Attacks, Accidental Attacks, Placing Tracking Devices and Software, Prevention and Response, Password Cracking, Exploitation of Stored Passwords, Interception of Passwords, Password Decryption Software, Social Engineering, Mail Bombs, Bug Exploits, Discussion of the first cases of charging a juvenile on Federal charges for cutting of the FAA Tower which could have caused death.

Discussion

Please discuss the case of United States v. Eric Robert, Eastern District of Virginia, May19, 1999. What United States laws were broken? What is the penalty? Please discuss the charges? What damages did he do?

http://www.usdoj.gov/criminal/cybercrime/burns.htm
***Mid Term Exam – Due Date – February 23, 2008***
WEEK 6 – FEBRUARY 24 – MARCH 1, 2008
Read Chapter 7 “Understanding Cybercrime Prevention”

Applying Security Planning Basics, Multilayered Security, Removing Intrusion Opportunities, Implementing Hardware Based Security, Software Based Firewalls, Understanding Policy Based Security, Complying with Security Standards, Assessing Threat Levels, Forming an Incident Response Team, Designing an Incident Response Policy, Reporting Cybercrime, The case of Patrick Angle and intentionally damaging a protected computer.

Discussion

Discuss the case of Patrick Angle. United States Attorney Michael J. Sullivan and Kenneth W. Kaiser, FBI Special Agent in Charge, announced that Patrick Angle, age 34, (United States v. Patrick Angle, District of Massachusetts, August 23, 2004) was charged with one-count of intentionally damaging a protected computer. See http://www.usdoj.gov/criminal/cybercrime/angleCharged.htm.

or

Discuss the case of the former Chase Financial Corporation employees who were sentenced for a scheme to defraud Chase Manhattan Bank and Chase Financial Corporation. See 
http://www.usdoj.gov/criminal/cybercrime/williams_turnerSent.htm
Quiz #3 – Due Date – March 1, 2008
WEEK 7 – MARCH 2 – MARCH 8, 2008
Read Chapter 8 “Implementing System Security”

Discussion Board item to be posted

Quiz #4 – Due Date – March 8, 2008
WEEK 8 – MARCH 9 – MARCH 15, 2008
Read Chapter 9 “Implementing Cybercrime Detection Techniques”

Read Chapter 10 “Collecting and Preserving Digital Evidence”

Discussion Board item to be posted

WEEK 9 –  MARCH 16 – MARCH 22, 2008
Read Chapter 11 “Building the Cybercrime Case”
WEEK 10 – MARCH 23 – MARCH 29, 2008
Final Exam – Term Paper
Due No Later Then

By MARCH 29TH, 2008
After the 29th the paper/exam looses a grade per day!!!!!!!!!
